SSL VPN

With an increasingly mobile workforce needing secure connections, SSL virtual
private network tools are becoming more popular, says Justin Peltier.

onnectivity is more

important than ever.

Most members of a
mobile workforce must be able
to access critical files, print serv-
ices, company intranet applica-
tions and even their workstation
desktops outside of normal busi-

ness hours. Whether a user con-
nects to a branch, main or home
office, access is the key issue. To
maintain secure access remotely,
many organizations are turning
to or have already implemented
virtual private networks (VPNs).
The VPN allows a remote user to

connect over the internet to the
remote office in a secure manner.
The VPN connection uses
encrypted tunnels to protect the
confidentiality of the informa-
tion, as well as making the con-
nection appear to the user as if
they are on the corporate LAN.

SPX2000 Universal Access Controller

s a——

Vendor  Array Networks
Price Startingat $7.995
he Array Networks SPX

Series Universal Access
Controller is an appliance
that provides a number of features
through a browser-based SSL
r = VPN approach.

. The SPX allows

remote file access
through SMB,
browsing internal
websites, access to internal mail
servers and standard TCP-based
services. The product supports

many different mechanisms for
web browser authentication, which
include Secure-ID, RADIUS,
LDAP, Active Directory, as well as
an easy to configure local database.
The product is based on a concept
of virtual sites, which allows users
to gain access to different
resources based on which virtual
site is accessed.

The installation is a two-part
process. The initial configuration
takes place via a serial (DB9) con-
nection and a program, such as
HyperTerminal. As the initial con-
figuration is similar to the common
Cisco command, some familiarity
with the Cisco command set sim-
plifies the process. This phase of
the configuration sets the system’s
true IP addresses and net masks on
the inside and outside interface, as
well as the web interface IP
address and port for the second
phase of the configuration.

Once the initial configuration is
done, the real setup occurs via the
web interface. The web interface is
necessary to configure the initial
virtual sites to allow for client con-
nectivity. The configuration of a
simple virtual site is quick, but the
user interface offers so many
options that it can be confusing at
the beginning. It is a good idea to
attend a quick training session to
get acquainted with the options of
the interface.

The SPX Universal Access
Controller arrives with a pseudo
quick start guide, which walks the

user through the configuration via
the serial connection. Additional
guides come in the form of PDF
documents.

Support is offered through
phone and a password-protected
web portal, and comes in three dif-
ferent tiers.

The pricing for SPX Universal
Access Controller is $7,995. With
strong pricing, a considerable fea-
ture set and good support, this
product is an excellent value.

SC MAGAZINE RATING

Features ko
Performance ek kK
Ease of use ok kv
Documentation ok ke
Support [ 2.2 8.8

Value for money 2 2.0.8 8.

OVERALL RATING *

Strengths Immensely feature-rich
product.

Weaknesses User interface can be a bit
confusing at the beginning.

Verdict Documentation and ease of use
are average, but the rest of the product
is superior. This appliance is our
Recommended product.
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